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P2P Electronic Cash: 
Main Challenges

Here Bob, I’m paying you 10
11010101110101011010101001110101111010…

Is this Alice?
Does Alice own 10?

Is she using these 10 elsewhere?

Also: where does money come from?
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Digital Signatures

SK

sign verify

Impossible to sign 
without SK…

…even with PK and access 
to other signed messages

PK
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What if data is added continuously?

We need to store N hashes to 
make sure no data has changed

Can we do it by storing just one hash, 
but without hashing all data together?

data1

H(data1)

data2

H(data2)

data3

H(data3)

dataN

H(dataN)

…
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Block1

data1

Block2

data2

H(Block1)

Block3

data3

H(Block2)

H(Block3)

If we only store H(Block3), we can later 
verify that no data has been modified

Blockchain



Questions

Cryptographic Hash Functions 
(irreversible, collision resistance)

Digital Signatures (impossible to 
sign documents without secret key)

Hash Pointers, Blockchain
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I don’t trust 
this system anymore, 

I’m out

B
c We need 

someone really 
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Tx1

Pay 10 to the owner of the secret 
key corresponding to PKA

Signed with SKT 

Tx2

Input: H(Tx1) 
Pay 10 to the owner of the secret 

key corresponding to PKB

Signed with SKA 

Tx3

Input: H(Tx1) 
Pay 10 to the owner of the secret 

key corresponding to PKC

Signed with SKA 
I’ll take care 

of this



RULES
•If a payment is signed with 
PKT, it is valid. 

•A transaction is a sequence 
of valid payments which trace 
back to a payment signed 
with PKT. 

•Valid transactions are 
recorded in a public ledger 
signed periodically with PKT.

TCoin 2.0
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Block 2,  Signed with SKTBlock 1, Signed with SKT 

Pay 10 to the owner of the secret 
key corresponding to PKB

Tx2 Signed with SKT 

Pay 10 to the owner of the secret 
key corresponding to PKA

Tx1 Signed with SKT 

Input: H(Tx1) 
Pay 10 to PKB

Tx3 Signed with SKA 

B

Cool, now I have 20 
TCoins!

And we are all very 
happy (specially me)

…

Don’t worry, you 
can check I never include 

double spends

H(Block 1)
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Sorry guys, I 
was on vacation

Hey Theresa, why is 
C getting that amount of 

money?!

B

There’s no  
new block since 

last week!

Just a week?! 
my transactions haven’t 

been confirmed in over a 
month!

It’s because I 
don’t like you :)

Hey people, bad 
news, someone stole 

my private key

A

Uhm… I just 
like her a lot
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RULES
•Each node should store 
all blocks, no trust! 

•If you want to pay, just 
tell your neighbors 

•If you receive a new 
transaction, broadcast it 
to your neighbors 

•…

More on that later.

B

How do I know when a 
transaction is valid? How are 

blocks generated?



Let us assume for the moment that Satoshi 
can arbitrarily generate coins, like in TCoin.
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the next block?
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•When you form a block, 
you must broadcast it 

•If you receive a block, 
you must check that it is 
correct and broadcast it

proof: F was 
chosen

Assume that participants are randomly 
chosen to generate the next block

F

Tx2

Tx1

Why should I do this 
correctly? Tx3

Coinbase 
transaction 

(~Fixed)
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was a currency that we could 
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•… 

•When you form a block, 
you must broadcast it 

•If you receive a block, 
you must check that it is 
correct and broadcast it

•The proof is correct 
•All transactions are correctly signed 
•The amounts are correct 
•No double spends occur

proof: F was 
chosen

Tx2

Tx1
Tx3

Coinbase 
transaction 

(~Fixed)

Mhh.. If only there 
was a currency that we could 

use as incentive
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Tx2

Tx1
Tx3

proof

Tx2

Tx1
Tx3

proof

Tx2

Tx1
Tx3

proof

Tx2

Tx1
Tx3

proof

Tx2

Tx1
Tx3

proof

Tx2

Tx1
Tx3

Why should I 
accept and broadcast 

this block?

What’s 
my motivation to check 
the correctness of the 

block?

I just joined: Is this really the 
last valid block?

I never generate 
blocks :(



Let’s get practical…

How do Blocks really look like?
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Block90

List of Tx 90

…

Header 90 

H(Header 89) 
H(List of Tx 90) 
Nonce90

D

I’m still 
not chosen, this is 

not fair!

Not so 
complicated, 

huh?
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A fair, verifiable source of randomness?

Randomness over what?

Then how do we decide who creates the next block?

Generating Blocks

You can create a 
block if you can hash its 
header and get a string 
starting with, let’s say, 

fifteen zeros

The nonce is 
the key!
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Bitcoin blocks are not actually signed

Valid blocks are simply generated by finding 
a hash with a certain coinbase transaction

The recipient of the coinbase transaction 
can prove  that he worked hard

Proof of Work (PoW)
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A

c

E

D

B

F Valid 
Block Keep and transmit 

both until a new block is 
generated. Then take on 

the longest chain.
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How to cheat?

Block1 Block2 Block3 Block4 Block5

Block5

B

Hey Alice, 
look at block 5, I 
have transfered 

you 10

Block6

A

Thanks!

From 
now on I’ll wait 

until the transaction 
is well buried into 

the blockchain





The Virtuous Cycle



Questions

The Bitcoin Blockchain

Mining

The Bitcoin Protocol

Transactions



Open discussion Thanks.


